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Exam: 406147RR - Security Topics of Concern 

When you have completed your exam and reviewed your answers, click Submit Exam. Answers will not be recorded until you 
hit Submit Exam. If you need to exit before completing the exam, click Cancel Exam. 

Questions 1 to 20: Select the best answer to each question. Note that a question and its answers may be split across a page 
break, so be sure that you have seen the entire question and all the answers before choosing an answer.

 

1. The _______ charged the Coast Guard with homeland security responsibilities in addition to its 
traditional boating safety and rescue duties.
A. U.S. Customs and Border Protection Act

B. Security and Accountability For Every Port Act

C. Maritime Transportation Security Act

D. International Ship and Port Facility Security Code

 

2. The _______ is the primary armed defense response to an attack on a nuclear facility.
A. local law enforcement

B. on-site nuclear security force

C. FBI

D. national guard

 

3. Two security practitioners are discussing research in the profession. Security practitioner A says that the 
clinical experience model is the research path most frequently followed today. Security practitioner B says 
the evidence-based model tests programs and measures outcomes. Which security practitioner is correct?

A. Neither security practitioner

B. Only security practitioner B

C. Only security practitioner A

D. Both security practitioners

 

4. _______ can manipulate weak governments by corrupting politicians and police.
A. Al Qaida members

B. Market forces

C. Criminal cartels

D. Decentralized cell networks

 

5. The highest level of security for the destruction of documents is a
A. disintegrator.

B. strip-cut shredder.

C. particle-cut shredder.

D. cross-cut shredder.

 



6. The layered security approach recommended by the GAO includes
A. firewalls and antivirus software only.

B. social engineering and key logging programs.

C. use of hardcopy storage of sensitive data.

D. firewalls, antivirus software, and intrusion detection systems.

 

7. _______ was an ecoterrorist who sent bombs through the mail.
A. Ted Kaczynski

B. Nidal Hasan

C. Randy Weaver

D. David Koresh

 

8. The _______ were an Islamic sect that used terrorism to pursue their goals.
A. Red Brigades

B. Black Hand

C. Assassins

D. Zealots

 

9. A _______ is protection for an invention or design.
A. trademark

B. proprietary secret

C. patent

D. copyright

 

10. Two precautions useful as countermeasures to terrorism through the mail are
A. hand-checking all mail and smelling anything suspicious.

B. limited access and immediate cleanup of anything spilled from a letter or package.

C. isolating delivery and deportment.

D. limited access and use of gloves.

 

11. The supply chain disruptions that occurred after the Eastern Japan earthquake of 2011 are a good 
example of
A. a blended threat.

B. a choke point.

C. the tsunami effect.

D. the cascade effect.

 

12. The responsibilities of the private sector regarding protection from terrorism include
A. taking reasonable precautions.

B. conducting counterterrorism.

C. providing early warning of an attack.

D. intelligence gathering.

 



 

13. Which of the following statements is true of encryption?
A. The key is used only to unscramble the data.

B. Encryption can't be used in mobile phones or PDAs.

C. The public key infrastructure isn't yet widely used.

D. The key is used both in coding and decoding data.

 

14. Which of the following trends will affect security and loss prevention?
A. Twenty-first–century police will spend most of their time on property crime.

B. Twenty-first–century police will spend most of their resources and time on violent crimes.

C. Protection of sensitive information will be less of a responsibility for security divisions, and crime groups will be less legitimate.

D. Criminals will be less competent, and local police will fully exploit technology.

 

15. Timothy McVeigh is an example of all of the following types of terrorists except which one?
A. Lone wolf

B. Decentralized cell

C. Homegrown terrorist

D. Leaderless resistance

 

16. You're given information regarding a secret process used to produce a salable product. This information 
is supposedly known only to certain individuals. You've been given
A. a trademark.

B. a trade secret.

C. copyrighted information.

D. corporate intelligence.

 

17. Which of the following companies has, according to your textbook, set up formal intelligence 
programs?
A. Nike

B. Ikea

C. Gillette

D. Motorola

 

18. Many U.S. companies are implementing _______ to reduce insurance premiums.
A. trace detection

B. medical screening of employees

C. psychological profiles of employees

D. drug-testing programs

 

19. Two security practitioners are discussing airport security. Security practitioner A says that the TSA is 
responsible for security at commercial airports. Security practitioner B says the TSA is responsible for 
security at commercial and general aviation airports. Which security practitioner is correct?

A. Only security practitioner B



End of exam 

B. Neither security practitioner

C. Both security practitioners

D. Only security practitioner A

 

20. _______ changes are the major driving forces behind the phenomenon of globalization.
A. Social

B. Religious

C. Economic

D. Colonial


