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Security Auditing Paper
Consider the following scenario:

Tom works for a security consulting firm. He has been asked to audit a small business network (40 workstations, 5 servers). He takes the following steps:

    Checks all machines to see whether they have updated patches.
    Checks physical security.
    Checks to see that there is a properly configured and operating firewall, IDS, and proxy server (or NAT device).
    Checks to see that all machines have properly configured antivirus software.

Probes the perimeter and all servers with NetCop.

Assignment: Write a one-page paper that discusses the following questions. Apply knowledge learned in this week's readings.

    Was this adequate? Explain your answer.
    What other steps should Tom have taken? Give the reasons for your recommendations
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